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Introduction & Overview

The General Data Protection Regulation (GDPR) is the European Union's comprehensive data protection
law, governing how organisations collect, store, process, and transfer the personal data of EU citizens and
residents. Enacted in 2018, it applies to any organisation that processes EU personal data, regardless of
where that organisation is located.

ABCD Technologies, an IT consulting and information security training firm based in Bengaluru, India,
serves clients and trainees across the European Union. Despite being incorporated outside the EU, the
company falls squarely within the scope of GDPR by virtue of offering services to EU residents and
monitoring their online behaviour through analytics tools.

Key Finding: Even though ABCD Technologies is based in India, GDPR applies because the
company handles personal data belonging to EU data subjects — including client contact
details, trainee registration data, and website visitor IP addresses.

This guide provides a structured, phase-by-phase roadmap for implementing GDPR compliance from the
ground up. The implementation spans 40 days for initial compliance, followed by an ongoing maintenance
and continuous improvement programme.

GDPR Key Principles

All processing of personal data must comply.with seven core principles:

N

1. Lawfulness, Fairness & Process data legally, fairly, and openly. Inform data subjects
Transparency about how their data is used.
2. Purpose Limitation Collect data only for specified, explicit, and legitimate

purposes. Do not process for incompatible purposes.

3. Data Minimisation Collect only the data that is adequate, relevant, and limited
to what is necessary.

4. Accuracy Keep personal data accurate and up-to-date. Correct or
erase inaccurate data without delay.

5. Storage Limitation Retain data only as long as necessary for its purpose. Define
and enforce retention periods.

6. Integrity & Confidentiality Protect data against unauthorised access, loss, destruction,
or damage using appropriate security.

7. Accountability Demonstrate compliance. Maintain documentation and
implement appropriate technical/organisational measures.
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Rights of Data Subjects

GDPR grants individuals the following enforceable rights in relation to their personal data:

Right of Access — Obtain a copy of personal data held and information about how it is processed.

Right to Rectification — Have inaccurate personal data corrected.

Right to Erasure ("Right to be Forgotten") — Request deletion of personal data in certain circumstances.
Right to Restriction of Processing — Limit how personal data is processed in specific situations:

Right to Data Portability — Receive data in a structured, machine-readable format and transfer it to
another controller.

Right to Object — Object to processing based on legitimate interests or for direct. marketing purposes.

Penalty Framework

Non-compliance with GDPR can result in significant regulatory sanctions:

Lower Tier Up to €10 million or 2% of global Processor obligations, certification
annual turnover (whichever is body breaches, monitoring body
higher) breaches

Higher Tier Up to €20 million or 4% of global Core principles violations, data
annual turnover (whichever is subject rights breaches, international
higher) transfer violations, non-compliance

with supervisory authority orders
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Phase 1: Understanding GDPR Applicability

Days 1-2 | Foundation

Step 1: Introduction to GDPR (Day 1)

Objective: Grasp the basics of GDPR and its relevance to ABCD Technologies.

The first step is to ensure that key decision-makers and project team members have a solid understanding
of what GDPR requires, why it applies, and what is at stake. This is not simply an awareness exercise — it
forms the foundation on which every subsequent compliance decision is made.

Deliverable: GDPR Summary Document

A concise GDPR Summary Document should be produced covering: the regulation's scope and territorial
reach, the seven data protection principles, data subject rights, legal bases for processing, and the
penalties for non-compliance. This document serves as the organisation's internal reference throughout
the programme.

Step 2: Determining Applicability (Day 1)
Objective: Confirm whether GDPR applies to ABCD Technologies.

Assessment Question Finding for ABCD Technologies

Do you offer services to EU YES — ABCD Technologies has clients and trainees
residents? from EU countries.

Do you monitor the behaviour of YES — Through website analytics tools and training
EU residents? portals that track user activity.

Does GDPR apply? YES — Both conditions are met. GDPR applies

regardless of the company being incorporated in India.

Deliverable: Applicability Assessment/Report

A formal Applicability Assessment Report confirms GDPR scope, identifies which processing activities are
covered, and serves as the legal and management justification for the compliance programme.

Confidential | May 2026 Page 6
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Phase 2: Securing Management Buy-In and Resources

Day 2 | Governance Foundation

Step 3: Stakeholder Engagement (Day 2)
Objective: Obtain commitment from top management and allocate the necessary resources for the
compliance programme.

GDPR compliance cannot succeed without sustained leadership support. Senior management must
understand both the risks of non-compliance and the operational investment required to comply. A formal
management presentation should cover:

The regulatory risks: fines of up to €20 million or 4% of global annual turnover, reputational damage, and
potential loss of EU client contracts.

The business benefits: enhanced client trust, competitive differentiation in the EU market, and improved
data security posture.

Resource requirements: personnel allocation, budget for tools and external consultants, and time
commitments across departments including Legal, IT, HR, and Operations.

Deliverables: Management Presentation Slides; Meeting Minutes

Step 4: Appointing a Data Protection Officer or Compliance Team (Day 2)

Objective: Assign clear responsibility for GDPR compliance.

DPO Requirement: Under Article 37, a formal Data Protection Officer is mandatory for
organisations that engage in large-scale processing of special category data or whose core
activities involve regular and systematic monitoring of individuals. ABCD Technologies may
not meet this threshold but must appoint a qualified GDPR Compliance Officer and form a
cross-functional support team.

_ Primary Responsibilities

GDPR Compliance Overall compliance oversight, policy development, supervisory
Officer authority liaison, audit coordination.
IT Security Team Technical security measures, system configuration, access controls,

monitoring, incident response.

Legal Team Policy review, contract management, legal compliance guidance,
breach notification drafting.

HR Department Employee training administration, personnel data handling,
employment contract compliance.

Department Heads Departmental compliance, data accuracy, staff supervision, local
implementation.
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Management

Resource allocation, strategic direction, accountability, decision-
making, oversight.

Deliverable: Role Assignment Document with responsibilities and reporting lines

Confidential | May 2026
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Phase 3: Data Mapping and Inventory

Days 3-7 | Know Your Data

Step 5: Identifying Personal Data Collected (Days 3-4)

Objective: Catalogue all personal data handled by ABCD Technologies.

A comprehensive data inventory is the cornerstone of GDPR compliance. Without knowing what data you
hold, where it is, who it belongs to, and why you process it, it is impossible to comply meaningfully with
GDPR requirements. The inventory must cover every system, department, and processing activity.

Data Type Data Purpose Legal Basis
Subjects

akrowbd=

Names, Clients Website contact Service delivery Contract
email forms and communication
addresses
IP addresses \Website Analytics Website Legitimate interest
visitors platform improvement and
traffic analysis

Contact Trainees Registration Training provision Contract
details portal and support
Employee Staff HR Payroll, HR Legal obligation
records management management, legal

system compliance
Payment Clients Payment Processing fees for  Contract
information gateway services
Training Trainees Learning Assessment and Contract
performance Management certification
data System

Action Steps

Consult all departments to identify every category of personal data they collect or handle.

Use data discovery tools to scan systems for personal data that may not be formally catalogued.
Document every data type collected, including its source, purpose, legal basis, and storage location.

Identify the categories of data subjects for each data type.

Confirm and record the legal basis for each processing activity (contract, legitimate interest, consent, legal

obligation):

Deliverable: Data Inventory Spreadsheet

Confidential | May 2026

Page 9



GDPR Implementation | JSK Overseas Inc. Case Study — GDPR Implementation

Step 6: Mapping Data Flows (Days 5-6)
Objective: Visualise how personal data enters, moves through, and leaves the organisation.

Data flow mapping reveals the lifecycle of personal data and highlights risks that static inventories cannot
capture — in particular, undocumented third-party transfers and cross-border data flows.

Flow Stage Systems and Channels

Inflow (Data Website contact forms, training registration portals, email

Collection) communications, job applications

Processing CRM systems, Learning Management Systems (LMS), HR
management software, email servers

Outflow (Data Third-party payment processors, cloud storage providers, marketing

Sharing) automation tools, analytics platforms

Storage & Disposal = Database locations (on-premise and cloud), backup systems,
deletion protocols, archive systems

Data flow diagrams should be produced using tools such as Visio, Lucidchart; or PowerPoint. Each
diagram must show data types, direction of flow, systems involved, and any cross-border transfers. Cross-
border transfers to countries outside the EU/EEA require specific transfer mechanisms (see Phase 14).

Deliverable: Data Flow Diagrams; Data Mapping.and Inventory Report
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Phase 4: Gap Analysis

Days 8-10 | Identify What is Missing

Step 8: Assessing Current Compliance Status (Days 8-9)

Objective: Identify the gaps between current practices and GDPR requirements.

The gap analysis is the most critical diagnostic step of the programme. It produces the prioritised list of
remediation actions that drives the rest of the implementation. Every GDPR principle, every data subject
right, and every procedural requirement must be assessed against current organisational practice.

No documented legal basis High High Map and document legal bases

for any processing for all processing activities in the
ROPA immediately.

No privacy notices on High High Draft and publish GDPR-

website or forms compliant privacy notices across
all collection points.

No data breach response High High Develop breach response plan;

plan form incident response team;
conduct drills.

No consent mechanism for High High Implement opt-in consent and

marketing cookie consent framework.

No Data Processing High Medium Draft standard DPA template;

Agreements with vendors execute with all third-party
processors.

No staff training on data Medium High Develop and deliver mandatory

protection training programme to all staff.

Weak access controls; no Medium High Implement RBAC, principle of

MFA least privilege, and multi-factor
authentication.

No data inventory or flow Medium High Complete data inventory and flow

documentation mapping (Phase 3).

No defined data retention Medium Medium Define retention schedule by

periods category; configure deletion
procedures.

No data subject rights Medium Medium Develop SOPs, templates, and

procedures tracking system for all six rights.

Data not encrypted at rest Medium High Deploy full-disk, database, and

or in transit

Confidential | May 2026

transport encryption across all
systems.

Page 11



GDPR Implementation | JSK Overseas Inc. Case Study — GDPR Implementation

Undocumented international Medium High Identify transfer mechanisms

data transfers (SCCs); conduct transfer impact
assessments.

No monitoring of privacy Low Medium Establish audit programme and

programme KPI dashboard.

Privacy notices not plain- Low Low Plain-language review; revise

language accessible notices for readability.

Step 9: Prioritising Actions (Day 10)

Objective: Summarise gaps and allocate remediation effort by risk priority.

Immediate Significant legal or security ~ No breach response plan, missing legal
(High) risk; regulatory exposure is  bases, no consent mechanism

acute
Short-term Important but not Policy updates, staff training, technical
(Medium) immediately critical, security improvements

compliance is incomplete

Long-term (Low) Minor improvements; good Process optimisation, documentation
practice but not an formatting, advanced monitoring
immediate compliance risk

Deliverables: Gap Analysis Report; Risk Matrix Chart
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Phase 5: Developing an Action Plan

Days 11-12 | Plan the Remediation

Step 10: Defining Remediation Strategies (Day 11)

Objective: Plan how to address each gap identified in the analysis.

Remediation Key Actions
Category

Policy Updates Develop GDPR-compliant privacy notices; create data retention
policy; update terms of service; establish data protection policy.

Technical Measures Implement encryption at rest and in transit; upgrade access controls
to RBAC with MFA; deploy monitoring and logging systems; enhance
network security.

Training GDPR awareness for all staff; specialised training for data handlers
and HR; management briefings on accountability; regular refresher
courses.

Third-Party Audit all vendor relationships; draft and execute Data Processing

Management Agreements; assess processor compliance; document transfer

mechanisms.

Procedural Develop data subject rights SOPs; establish breach response plan;
set up audit and monitoring programme.

Step 11: Creating a Detailed‘Action Plan (Day 12)

Objective: Assign ownership, deadlines, and success criteria to every remediation task.

Draft Data Protection Policy Legal Team Day 15 Gap analysis complete

Complete Data Inventory IT/ Day 7 Department consultations
Compliance

Implement Encryption IT Team Day 26 Security assessment

Conduct Staff Training HR/ Day 21 Training materials ready
Compliance

Execute Vendor DPAs Legal / Day 24 Vendor list confirmed
Procurement

Develop Breach Response Compliance/ Day 32 Incident team formed

Plan IT / Legal

Set Up Audit Programme Compliance Day 37 All policies approved
Officer

Deliverables: Action Plan Document; Project Timeline Chart
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Phase 6: Updating Policies and Procedures

Days 13-18 | Policy Suite Development

Step 12: Drafting GDPR-Compliant Policies (Days 13-15)

Objective: Develop or revise all policies to meet GDPR standards.

1. Data Protection Policy

The Data Protection Policy is the master document that sets out the organisation's commitment to data
protection and its approach to compliance. It must cover:

Purpose and scope of the policy

The seven GDPR data protection principles and how they are applied

Roles and responsibilities for data protection across the organisation

Data subject rights and how the organisation will fulfil them

Data breach identification, reporting, and response procedures

Compliance monitoring and internal audit arrangements

Policy review schedule and version control

2. Privacy Notices

Privacy notices must be provided to data subjects at the point of data collection. They must include, at
minimum:

Identity and contact details of the data controller

Contact details of the DPO or Compliance Officer(if applicable)
The purposes of processing and the legal basis for.each purpose
Recipients of personal data and any international transfers

Data retention periods

All data subject rights and how to exercise them

The right to withdraw consent (where consent is the legal basis)
The right to lodge a complaint with the supervisory authority
Whether providing data is a statutory or contractual requirement

3. Data Retention Policy

The Data Retention Policy defines how long different categories of personal data are kept and what
happens at the end of that period. It must specify:

Retention periods by data category and the justification for each (legal requirement or business necessity)
Deletion procedures and archive protocols

Regular review schedule to identify data that has reached its retention limit

Procedures for secure disposal of physical and digital records

Deliverables: Draft versions of all policies
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Step 13: Reviewing and Approving Policies (Days 16-17)

All draft policies must undergo a structured review process before adoption:

Internal review Compliance team, Assess practicability and completeness; ensure
department heads, IT  departmental accuracy.

Legal External data Verify legal compliance; confirm all GDPR
consultation protection solicitor articles are addressed; check enforceability.
Management Senior management/  Final sign-off; document approval date;
approval Board authorise implementation.

Deliverables: Approved and signed policy suite

Step 14: Communicating Policies to Staff (Day 18)

Objective: Ensure all employees are aware of and understand.new.policies before the training programme
begins.

Distribute policies via company-wide email with attachments and intranet posting.

Hold team meetings and department-specific briefings to answer questions.

Collect electronic acknowledgement signatures confirming receipt and understanding.

Maintain acknowledgement records in the compliance document repository.

Deliverables: Staff Acknowledgment Records; Communication Notices
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Phase 7: Training and Awareness

Days 19-21 | Building a Privacy-Aware Culture

Step 15: Preparing Training Materials (Days 19-20)

Objective: Develop a comprehensive, role-appropriate training programme for all staff.

Module 1: What is GDPR, why it matters, key All staff
GDPR Basics principles, data subject rights

Module 2: Data protection policy, privacy procedures, All staff

Company retention rules, security protocols

Policies

Module 3: Data Proper data collection, secure storage, All staff

Handling appropriate sharing, deletion procedures

Module 4: Recognising a breach, reporting All staff

Breach procedures, immediate actions,

Response communication protocols

Module 5: Data Types of requests, handling procedures, Customer-facing staff, HR,
Subject Rights response timelines, escalation Compliance

Step 16: Conducting Training Sessions (Day 21)

Training must be mandatory, recorded; and followed by an assessment. Completion should be certified.
Department-specific sessions should be held for:

IT Team — Technical security measures, system configurations, access controls.

HR Department — Employee data handling, recruitment data, employment contracts.

Sales & Marketing — Customer data, consent management, direct marketing rules.

Customer Service — Data subject rights requests, identity verification, response templates.

Leadership — Accountability, governance, risk management, compliance oversight.

Deliverables: Training Attendance Records; Assessment Results; Completion Certificates
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Phase 8: Reviewing Third-Party Relationships

Days 22-24 | Vendor Compliance

Step 17: Identifying Third-Party Processors (Days 22-23)

Objective: Recognise all external parties that handle personal data on behalf of ABCD Technologies.

Cloud Services AWS, Azure, Google Cloud (storage), email hosting, CRM platforms,
backup services

Payment Processors Payment gateways, financial institutions, billing platforms

Marketing & Email marketing platforms, website analytics tools, social media
Analytics platforms, advertising networks

Training & Learning Management System providers, IT support contractors, HR
Operations software vendors, security services

For each vendor, request their GDPR policy documentation, review their security certifications (e.g., ISO
27001, SOC 2), confirm data storage locations (EU or non-EU), and verify their compliance standards.

Deliverables: Third-Party Vendor List; Compliance Assessment Reports

Step 18: Updating Contracts with Data Processing Agreements (Day 24)

Objective: Ensure all contracts with data processors include the GDPR-required clauses under Article 28.

A Data Processing Agreement (DPA) must be in place with every vendor that processes personal data on
the organisation's behalf. The DPA must specify:

Subject matter, duration, nature, and purpose of the processing.

The type of personal data processed and categories of data subjects.
The processor's obligation to process only on documented instructions.
Confidentiality obligations and security measures to be implemented.
Assistance with data subject rights requests and security incidents.
Deletion or return of data at the end of the service relationship.
Provision of information necessary for compliance audits.
Sub-processor notification and approval requirements.

Deliverables: Signed Data Processing Agreements; Vendor Correspondence Records
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Phase 9: Enhancing Technical Security

Days 25-28 | Technical & Organisational Measures

Step 19: Implementing Data Security Measures (Days 25-26)

Objective: Protect personal data against unauthorised access, loss, and breaches through appropriate
technical and organisational measures.

Technical Security Measures

Control Category Measures Required

Access Controls Role-based access control (RBAC); principle of least privilege; multi-
factor authentication (MFA); strong password policies; regular access
reviews; user activity logging.

Encryption Data at rest: database encryption, full-disk encryption. Data in transit:
SSL/TLS protocols, VPN for remote access. Encryption key
management; backup encryption.

Network Security Firewalls and intrusion detection systems; network segmentation;
regular security patching; antivirus and anti-malware; secure Wi-Fi
configuration.

Application Security Secure development practices; input validation; SQL injection
prevention; cross-site scripting (XSS) protection; regular security
updates.

Organisational Security Measures

Policies Acceptable use policy; clear desk/screen policy; password
management policy; remote working policy; BYOD policy.

Physical Security Secure facility access; visitor management; equipment security;
secure disposal procedures; CCTV monitoring.

Personnel Security Background checks; security awareness training; confidentiality
agreements; robust exit procedures.

Step 20: Testing Security Measures (Days 27-28)

Objective: Verify the effectiveness of all security controls before declaring compliance.

Penetration Testing — Engage certified security professionals to test the network perimeter, web
applications, and social engineering resistance. Document and remediate all findings.

Vulnerability Scanning — Implement automated scanning on a regular schedule. Verify patch
management and configuration baselines.

Audit Logging — Implement centralised logging with alerts for suspicious activity and regular log reviews.

Confidential | May 2026 Page 18



GDPR Implementation | JSK Overseas Inc. Case Study — GDPR Implementation

Security Assessments — Quarterly security reviews; annual comprehensive audits; third-party
assessments as required.

Deliverables: Penetration Test Reports; Vulnerability Assessments; Security Audit Logs;
Remediation Plans

Confidential | May 2026 Page 19



GDPR Implementation | JSK Overseas Inc. Case Study — GDPR Implementation

Phase 10: Data Subject Rights Procedures

Days 29-31 | Enabling Individual Rights

Step 21: Developing Rights Request Procedures (Day 29)

Objective: Enable efficient, compliant management of all data subject rights requests.

m Key Procedural Requirements

Right of Access (SAR) Verify requester identity; search all systems; provide copy in
accessible format with supplementary information; respond within
one month.

Right to Rectification  Verify the correction requested; update data in all systems; notify
third parties if necessary; confirm completion to requester.

Right to Erasure Assess legal grounds; check for retention obligations; delete from
all systems including backups; notify third parties; document
erasure.

Right to Restriction Mark data as restricted in systems; process only for permitted
purposes; notify requester before lifting restriction.

Right to Portability Provide data in structured, machine-readable format (e.g., CSV,
JSON); transfer directly to another controller where feasible.

Right to Object Stop processing based on legitimate interests immediately upon
valid objection; stop direct marketing without exception; document
objection.

All requests must be logged upon receipt; assigned a deadline (one month, extendable by two months for
complex requests), and tracked through to completion. Identity verification is mandatory before any data is
disclosed.

Deliverables: Data Subject Rights SOPs; Request Forms and Templates; Response Templates

Step 23: Updating Privacy Notices (Day 31)
Objective: Ensure privacy notices clearly inform data subjects about their rights and how to exercise them.

Updated privacy notices must be published prominently on the website, included in registration processes,
provided at'every point of data collection, and referenced in email footers where appropriate. A change log
must be maintained for version control.

Deliverables: Updated Privacy Notices; Change Log; Stakeholder Communication
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Phase 11: Data Breach Response

Days 32-34 | Incident Readiness

Step 24: Developing a Data Breach Response Plan (Day 32)

Objective: Prepare the organisation for an effective response to any personal data breach.

Critical Requirement: Under GDPR Article 33, a personal data breach that poses a risk to
individuals must be reported to the supervisory authority within 72 hours of discovery.
Failure to notify within this window is itself a GDPR violation and can result in separate fines.

Breach Response Workflow

Detection & Initial  0-2 hours Detect breach; alert incident response team; assess

Response whether personal data is involved; contain the breach
immediately; preserve evidence.

Investigation & 2-24 hours Investigate scope and cause; identify affected data

Assessment and individuals; document all findings; assess risk

level to individuals.

Notification 24-72 hours Notify supervisory authority if required; notify affected
individuals if high risk; manage internal
communications; document all notifications.

Recovery & Post-72 hours Remediate root cause; restore normal operations;
Follow-Up conduct root cause analysis; update procedures;
submit final management report.

Incident Response Team Structure

Incident Response Overall coordination, decision-making authority, management
Leader reporting, external communications approval.

Technical Lead Technical investigation, containment measures, system
(IT/Security) recovery, evidence collection, forensic analysis.

Legal Counsel Legal obligations assessment, regulatory natification, liability

assessment, external counsel coordination.

Communications Officer Internal and data subject communications, media relations,
stakeholder communications, reputation management.

Compliance Officer GDPR compliance verification, supervisory authority liaison,
documentation oversight, regulatory reporting.
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HR Representative Staff communications, personnel-related breach aspects, internal
staff impact management.

Business Continuity Business impact assessment, operations recovery, customer

Lead service coordination.

Step 26: Testing the Breach Response Plan (Day 34)

Objective: Validate the effectiveness of the response plan before it is needed in a real incident.

Tabletop 2-3 hours Scenario-based discussion. Walk through response steps

Exercise without system involvement. Identify procedural gaps and
test decision-making.

Simulation Half day Realistic breach scenario with real-time response

Exercise simulation and actual system interaction. Notifications sent

marked as test.

Full-Scale Drill Full day Complete breach response with all systems involved,
actual procedures executed, and external parties included.

Example test scenarios: ransomware attack encrypting the client database; lost laptop containing personal
data; unauthorised access by a former employee; third-party vendor breach affecting your data; accidental
email disclosure to wrong recipients.

Deliverables: Exercise Reports; Updated Breach Response Plan; Improvement Action Plan
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Phase 12: Documentation and Record-Keeping

Days 35-36 | Building the Compliance Repository

Step 27: Compiling All Documentation (Day 35)

Objective: Gather all GDPR-related documents into a structured, accessible compliance repository.

Policies & Procedures Data Protection Policy; Privacy Notices (all versions); Data
Retention Policy; IT Security Policy; Breach Response Plan;
Data Subject Rights Procedures.

Data Processing Data Inventory; Data Flow Diagrams; Records of Processing

Documentation Activities (ROPA); DPIAs; Legitimate Interest Assessments.

Contracts & Agreements Data Processing Agreements with all vendors; Employee
confidentiality agreements; International transfer mechanisms
(SCCs).

Training Records Training materials; Attendance records; Assessment results;

Acknowledgment forms; Refresher training schedules.

Compliance Evidence Gap analysis reports; Audit reports; Penetration test results;
Compliance checklists; Management meeting minutes.

Data Subject Rights Logs Request logs; Response correspondence; Decisions and
justifications; Refusal documentation.

Incident Management Breach logs; Incident reports; Supervisory authority
notifications; Data subject communications; Remediation
actions.

Step 28: Ongoing Record-Keeping Practices (Day 36)

Objective: Establish assustainable document management system for maintaining and updating
compliance records.

Document Type Review Frequency Responsible Party

Policies Annually Compliance Officer
Privacy Notices Annually or when changes occur  Legal / Compliance

Data Inventory Quarterly IT / Data Protection Team
DPIAs When processing changes Compliance Officer
Training Materials Annually HR / Compliance

Vendor Agreements Upon renewal or annually Procurement / Legal
Security Measures Quarterly IT Security Team

Breach Response Plan Annually or post-incident Incident Response Team

Deliverables: Master Compliance Repository; Record-Keeping Procedures; Review Schedule
Calendar
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Phase 13: Continuous Compliance and Monitoring

Day 37 | Sustaining the Programme

Step 29: Audit Programme and KPIs (Day 37)

Objective: Establish an ongoing audit and monitoring framework to maintain compliance and identify
emerging gaps.

Internal Audit Quarterly All processing activities; policy Internal compliance
compliance; procedure team
adherence.

Technical Audit  Bi-annually IT systems and security IT security team

measures; access controls;
encryption; logging.

Third-Party Annually Comprehensive GDPR External auditors
Audit compliance; independent
verification.
Vendor Audit Annually Processor compliance; DPA Procurement /
adherence; security measures. compliance team

Key Performance Indicators

Operational Data subject request response time < 30 calendar days
Operational Staff training completion rate 100%

Operational Policy review completion 100% on schedule
Operational Vendor compliance rate 100%

Security Patch management compliance > 95%

Security Open critical vulnerabilities 0

Compliance Audit findings closure rate 100% within agreed timeframes
Compliance Data retention compliance rate > 99%

Deliverables: Annual Audit Plan; KPl Dashboard; Monitoring Reports; Corrective Action Tracker
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Phase 14: Certification and Continuous Improvement

Days 38-40 | Formal Recognition

Step 30: Preparing for GDPR Certification (Days 38-40)

Objective: Achieve formal, internationally recognised recognition of GDPR compliance.

Certification Options

ISO 27701:2019  Privacy Information Management Organisations seeking
System — an extension of ISO 27001 internationally recognised
that demonstrates a mature privacy compliance evidence for EU
control framework. Internationally enterprise clients.

recognised. Requires annual
surveillance audits.

GDPR-Specific National data protection authority Organisations targeting
Schemes approved schemes and industry-specific  specific EU markets or
certifications vary by EU member state sectors with bespoke
and sector. certification requirements.

Certification Process

. Application — Select accredited certification body; submit application; define scope of certification.

Stage 1 Audit (Documentation Review)— Certification body reviews documented procedures; assesses
readiness; identifies any gaps for remediation before Stage 2.

Stage 2 Audit (Implementation Review) — On-site or remote assessment; staff interviews; evidence
review; procedure testing; implementation verification.

Certification Decision — Review audit findings; address any non-conformities; receive certification;
optional public listing.

Surveillance Audits — Annual or bi-annual audits to maintain certification; demonstrate continuous
improvement; address any new findings.

Deliverables: Certification Application; Pre-Assessment Report; Certification (upon successful
completion)
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Implementation Timeline Summary

Days 1-2

Days 3-7

Days 8-10

Days 11-12

Days 13-18

Days 19-21

Days 22-24

Days 25-28

Days 29-31
Days 32-34

Days 35-36

Day 37

Days 38-40

Foundation

Data Discovery

Gap Analysis

Action Planning

Policy Development

Training

Vendor Management

Security

Rights Procedures

Breach Response

Documentation

Monitoring

Certification Prep

GDPR applicability confirmation; management buy-in;
DPO/Compliance Officer appointment

Personal data inventory; data flow mapping;
documentation review

Compliance assessment; risk prioritisation;
remediation planning

Remediation strategy; detailed action plan with owners
and deadlines

Policy drafting; legal review; management approval;
staff communication

Training material development; mandatory delivery to
all staff

Third-party audit; DPA execution; transfer mechanism
documentation

Technical security implementation; penetration testing;
audit logging

Data subject rights SOPs; privacy notice updates

Breach plan development; incident team formation;
drills

Compliance repository compilation; record-keeping
system setup

Audit programme; KPI dashboard; continuous
monitoring setup

Pre-assessment audit; certification application
preparation



Critical Success Factors and Common Pitfalls

Key Success Factors

Strong Management
Support

Cross-Functional
Collaboration

Clear Accountability

Comprehensive
Documentation

Ongoing Training

Continuous Monitoring

Strong Vendor
Management

Tested Breach
Response

Executive commitment unlocks resources and cross-
departmental authority. Without it, compliance becomes
discretionary and incomplete.

GDPR touches every department. HR, IT, Legal, Sales, and
Operations must all be actively involved.

Named owners for every task and policy. Shared responsibility
frequently means no responsibility.

Documentation is both the compliance requirement and the
evidence of compliance. It protects the organisation in an audit
or investigation.

GDPR is not a one-time project. Staff must understand their
obligations and be updated as policies and regulations evolve.

The regulatory and threat environment changes. Regular audits
and KPI tracking catch drift before it becomes a breach or a
violation.

Third-party processors are an extension of the organisation's
compliance obligations. Their failures are your failures under
GDPR.

An untested response plan is not a plan. Drills reveal gaps that
theory cannot.

Common Pitfalls to Avoid

Treating GDPR as a one-time project rather than an ongoing operational function.
Inadequate documentation of processing activities — the ROPA must be kept current.

Failing to update privacy notices when processing activities or third-party relationships change.
Neglecting vendor compliance — a non-compliant processor exposes the controller to regulatory risk.
Insufficient staff training, particularly for customer-facing and HR roles that handle the most personal data.
Weak data subject rights procedures that fail the one-month response deadline.

Lack of regulariinternal audits, allowing gaps to accumulate undetected.

Poor breach response preparedness — the 72-hour notification window leaves no room for building a
process from scratch.

Ignoring data retention limits and allowing data to accumulate indefinitely.
Undocumented international data transfers without appropriate transfer mechanisms in place.
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Appendix A: International Data Transfers

GDPR restricts transfers of personal data to countries outside the EU/EEA unless adequate protection is
ensured. ABCD Technologies, as an India-based organisation, must have appropriate transfer
mechanisms in place for any data it transfers from the EU to India or other non-adequate countries.

Transfer Mechanism Applicability

Adequacy Decision = EU Commission has formally Countries with adequacy decisions
recognised certain countries as include UK, Canada, Japan,
providing adequate data protection. Switzerland, Israel. India does not
No additional safeguards required. currently have an adequacy decision.

Standard EU Commission-approved contract Primary mechanism for ABCD

Contractual Clauses templates that impose GDPR- Technologies' EU-to-India data

(SCCs) equivalent obligations on the transfers.

recipient. Updated SCCs effective
June 2021. Requires a Transfer
Impact Assessment.

Binding Corporate Internal data protection policies Not applicable for ABCD
Rules (BCRs) approved by EU data protection Technologies at current scale.
authorities, used within multinational
corporate groups.

Derogations Limited exceptions including explicit Available only for occasional, specific
consent, contract performance, legal  transfers where SCCs are not
claims, and vital interests. Must not suitable.
be used routinely.

Transfer Impact AssessmentRequirements

Before relying on. SCCs for any transfer, ABCD Technologies must conduct a Transfer Impact
Assessment (TIA) that:

. Assesses the laws and practices:in the destination country (India) that may affect the level of protection
offered by the SCCs.

Evaluates the risk of government or public authority access to the transferred data.

Identifies any supplementary measures needed (e.g., encryption, pseudonymisation) to compensate for
any identified.gaps:

Documents the assessment and the decision to proceed.

Reviews the assessment regularly and when circumstances change.
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Appendix B: Data Protection Impact Assessments (DPIASs)

A DPIA is a systematic process to identify and mitigate the privacy risks of a new processing activity or
significant change to an existing one. Under Article 35, a DPIA is mandatory before beginning processing
that is likely to result in a high risk to individuals.

When a DPIA is Required

Systematic and extensive evaluation of personal aspects based on automated processing, including
profiling, that produces significant effects.

Large-scale processing of special category data (health, biometric, genetic, racial origin, political opinions,
religious beliefs, sex life).

Systematic monitoring of publicly accessible areas (e.g., CCTV, location tracking).
Processing involving new technologies that present a high risk to rights and freedoms.
Processing of children's data at scale.

DPIA Process

1. Describe Document the nature, scope, context, and purposes of processing. Map all data
Processing flows and systems involved.

2. Assess Evaluate whether the processing is necessary and proportionate to the
Necessity objective. Consider less privacy-invasive alternatives.

3. Identify Risks Identify risks to data subject rights and freedoms; assess likelihood and severity;
identify sources of risk.

4. Identify Define technical and organisational measures to reduce identified risks to an
Mitigations acceptable level.

5. Consult Consult data subjects or their representatives where appropriate; engage the
Stakeholders DPO/Compliance Officer and relevant departments.

6. Document Complete the DPIA report; obtain management approval; schedule regular
and Review review and update as processing evolves.
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Appendix C: Key GDPR Definitions

Personal Data

Data Subject

Data Controller

Data Processor

Processing

Consent

Special Categories

Pseudonymisation

Personal Data
Breach

Supervisory
Authority
DPIA

ROPA

DPA

SCC

Any information relating to an identified or identifiable natural person
(the data subject).

The individual whose personal data is being processed.

The entity that determines the purposes and means of processing
personal data.

An entity that processes personal data on behalf of the controller.

Any operation performed on personal data, including collection,
storage, use, disclosure, and deletion.

Freely given, specific, informed, and unambiguous indication of the
data subject's agreement to processing.

Sensitive data including racial or ethnic origin, political opinions,
religious beliefs, health data, biometric data, genetic data, and data
about sex life or sexual orientation.

Processing that renders data non-attributable to a specific individual
without additional information held separately and securely.

A breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal
data.

An independent public authority responsible for monitoring GDPR
application (e.g., ICO in the UK, CNIL in France, BfDI in Germany).

Data Protection Impact Assessment — a systematic process to
identify and mitigate privacy risks of high-risk processing activities.

Records of Processing Activities — mandatory documentation of all
processing activities under Article 30.

Data Processing Agreement — a contract required between a
controller and any processor that handles data on its behalf.

Standard Contractual Clauses — EU Commission-approved contract
templates for international data transfers.
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Conclusion

This GDPR Implementation Guide provides ABCD Technologies with a complete, step-by-step roadmap
for achieving and sustaining full GDPR compliance. The 14-phase, 40-day programme addresses every
dimension of the regulation — from data mapping and policy development to technical security, third-party
management, staff training, and breach response readiness.

GDPR compliance is not a destination. It is an ongoing operational commitment that requires sustained
investment, regular review, and a culture in which privacy is treated as a fundamental value rather than a
box-ticking exercise. The frameworks, procedures, and records established through this programme form
the foundation for that long-term commitment.

The organisations that treat data privacy as a genuine organisational value — not merely a
regulatory obligation — are those that build lasting trust with their clients, their employees,
and the wider market. GDPR compliance is the floor, not the ceiling.

Next Steps After Initial Implementation

Continuous Compliance — Maintain daily, weekly, monthly, and quarterly operational activities as
specified in the compliance calendar.

Regular Audits — Conduct quarterly internal audits and annual external assessments.

Stay Updated — Monitor EU data protection authority guidance, regulatory changes, and enforcement
decisions for relevance.

Pursue Certification — Consider ISO 27701 certification to provide internationally recognised compliance
evidence for EU clients.

Build Privacy Culture — Embed privacy by design.into every new product, service, and process from
inception.

Long-term Benefits

Enhanced client trust and reputation as a data-responsible organisation.

Competitive advantage in the EU market through demonstrable compliance credentials.
Improved data security posture reducing the risk and impact of breaches.

Reduced risk of regulatory fines and reputational damage.

Better data governance overall, improving operational efficiency and data quality.
Stronger vendor relationships built on documented, mutual compliance obligations.

Document Version=1.0 « Last Updated: October 2025 + Review Date: October 2026 < Owner: GDPR Compliance Officer « Approved
By: Senior Management
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